

    

        ex_fpe

        v0.1.0



    


  

    Table of contents

    
      



      	ExFPE


      	Changelog


      	LICENSE





        	
          Modules
          


      	ExFPE


      	ExFPE.Codec.Builtin


      	ExFPE.Codec.Custom


      	ExFPE.FF1


      	ExFPE.FF3_1


      	ExFPE.FFX





    	Exceptions
      


      	ExFPE.ArgumentError


      	ExFPE.InputError


      	ExFPE.NotStartedError



      

    




        



      

    

  

    ExFPE: Format-preserving encryption for Elixir
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[image: License]
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[image: CI status]
ExFPE encrypts a numerical string into another of the same length over the
same alphabet. This is useful to e.g. store an encrypted credit card number
in a field that only accepts credit-card-shaped values, and other suchlike
applications.
By default it uses FF1 (ExFPE.FF1), the only mode approved by NIST in SP
800-38Gr1 2pd. The examples
below all use the default. The other mode is FF3-1 (ExFPE.FF3_1), which NIST
no longer recommends; reach for it only to interoperate with data that was
already encrypted with FF3-1.
Installation
[image: Latest version]
[image: API reference]
[image: Last commit]
Add ex_fpe to your list of dependencies in mix.exs:
def deps do
  [
    {:ex_fpe, "~> 0.1.0"}
  ]
end
The docs are published on HexDocs.
Usage
Context
We start by creating a context with new!/2, passing it a cryptographic key
and a radix. With no mode given, the default (FF1) is used.
iex> key = :crypto.strong_rand_bytes(32)
iex> _ctx = ExFPE.new!(key, _radix = 10)
Keys can be:
	32 bytes long for AES-256
	24 bytes long for AES-192
	16 bytes long for AES-128

Radix is an integer between 2 and 36. For larger radixes up to 65535, you'll
need either a custom alphabet or the alphabet-free raw mode - more on both
later.
Encryption and decryption
We're going to encrypt!/3 our plaintext numerical string, in base 10,
and get another of equal length, ciphertext, which we can decrypt!/3
to get the plaintext back.
A tweak is required; explanation further below. Its size depends on the mode:
FF1 (the default) accepts a variable-length byte string, so the 7-byte tweak
below is just one valid choice.
iex> key = :crypto.strong_rand_bytes(32)
iex> ctx = ExFPE.new!(key, _radix = 10)
iex> tweak = "dev.env"
iex> plaintext = "34436524"
iex> ciphertext = ExFPE.encrypt!(ctx, tweak, plaintext)
iex> ^plaintext = ExFPE.decrypt!(ctx, tweak, ciphertext)
Leading zeroes matter
⚠️ Keep in mind that leading zeroes are significant. Ciphertexts are always
of equal length to their respective plaintexts, and vice-versa.
iex> key = :crypto.strong_rand_bytes(32)
iex> ctx = ExFPE.new!(key, _radix = 10)
iex> tweak = "dev.env"
iex> plaintext1 =   "34436524"
iex> plaintext2 = "0034436524"
iex> ciphertext1 = ExFPE.encrypt!(ctx, tweak, plaintext1)
iex> ciphertext2 = ExFPE.encrypt!(ctx, tweak, plaintext2)
iex> false = (ciphertext2 == ciphertext1)
iex> true = (String.length(ciphertext1) == String.length(plaintext1))
iex> true = (String.length(ciphertext2) == String.length(plaintext2))
Tweaks
Tweaks may be public information used to produce different ciphertexts for
the same plaintext.
They are important in FPE modes, since the number of possible strings may
be somewhat small. In such a scenario, the tweak should vary with each instance
of the encryption whenever possible.
iex> key = :crypto.strong_rand_bytes(32)
iex> ctx = ExFPE.new!(key, _radix = 10)
iex> plaintext= "135522432"
iex> tweak1 = "dev.env"
iex> tweak2 = "prod.env"
iex> ciphertext1 = ExFPE.encrypt!(ctx, tweak1, plaintext)
iex> ciphertext2 = ExFPE.encrypt!(ctx, tweak2, plaintext)
iex> ciphertext2 != ciphertext1
Built-in alphabet
For radix values between 2 and 36, if what Integer.to_string/2 produces is
good enough, you only need to specify the radix when building your ctx.
Both plaintext and ciphertext will be encoded in the chosen base.
Base 8
iex> key = :crypto.strong_rand_bytes(32)
iex> ctx = ExFPE.new!(key, _radix = 8)
iex> tweak = "staging.env"
iex> plaintext = "34436524"
iex> ciphertext = ExFPE.encrypt!(ctx, tweak, plaintext)
iex> ^plaintext = ExFPE.decrypt!(ctx, tweak, ciphertext)
Base 16
iex> key = :crypto.strong_rand_bytes(32)
iex> ctx = ExFPE.new!(key, _radix = 16)
iex> tweak = "test.env"
iex> plaintext = "AFD093902C"
iex> ciphertext = ExFPE.encrypt!(ctx, tweak, plaintext)
iex> ^plaintext = ExFPE.decrypt!(ctx, tweak, ciphertext)
Base 36
iex> key = :crypto.strong_rand_bytes(32)
iex> ctx = ExFPE.new!(key, _radix = 36)
iex> tweak = "main-deploy"
iex> plaintext = "ZZZAFD093902CBZDE"
iex> ciphertext = ExFPE.encrypt!(ctx, tweak, plaintext)
iex> ^plaintext = ExFPE.decrypt!(ctx, tweak, ciphertext)
Case insensitivity to input
Even though the output of either encrypt!/3 or decrypt!/3 is
upper case, ExFPE.Codec.Builtin accepts inputs in any case.
iex> key = :crypto.strong_rand_bytes(32)
iex> radix = 16
iex> ctx = ExFPE.new!(key, radix)
iex> tweak = "tweak23"
iex> input = "aBcDDFF01234eeEee"
iex> _ciphertext = ExFPE.encrypt!(ctx, tweak, input)
iex> _plaintext = ExFPE.decrypt!(ctx, tweak, input)
Lower case output
If you want to use ExFPE.Codec.Builtin but desire lower case outputs, you can
do it by declaring the alphabet when creating ctx.
iex> key = :crypto.strong_rand_bytes(32)
iex> alphabet = "0123456789abcdef" # radix 16
iex> ctx = ExFPE.new!(key, alphabet)
iex> tweak = "dev.env"
iex> input = "aBcDDFF01234eeEee"
iex> ciphertext = ExFPE.encrypt!(ctx, tweak, input)
iex> plaintext = ExFPE.decrypt!(ctx, tweak, input)
iex> ^ciphertext = String.downcase(ciphertext)
iex> ^plaintext = String.downcase(plaintext)
Custom alphabets
Whether you need a radix larger than 36, or use symbols other than 0-9, A-Z
in your numerical strings (or use such symbols in a different order), custom
alphabets are supported.
Note that custom alphabets are norm insensitive but case sensitive.
The reasoning behind this can be found under ExFPE.Codec.Custom.
Each symbol must be a single Unicode codepoint that stands on its own as one
visual unit; alphabets are validated at construction. See
ExFPE.Codec.Custom for the exact rules and the guarantees they buy.
Base 20 with custom alphabet
iex> key = :crypto.strong_rand_bytes(32)
iex> alphabet = "abcdefghij0123456789"
iex> ctx = ExFPE.new!(key, alphabet)
iex> tweak = "testing"
iex> plaintext = "34534abcd32235"
iex> ciphertext = ExFPE.encrypt!(ctx, tweak, plaintext)
iex> ^plaintext = ExFPE.decrypt!(ctx, tweak, ciphertext)
Base 40 with custom alphabet
iex> key = :crypto.strong_rand_bytes(32)
iex> alphabet = "0123456789abcdefghijklmnopqrstuvwxyz@#/*"
iex> ctx = ExFPE.new!(key, alphabet)
iex> tweak = "testing"
iex> plaintext = "34534ab@@@@@/cd32235"
iex> ciphertext = ExFPE.encrypt!(ctx, tweak, plaintext)
iex> ^plaintext = ExFPE.decrypt!(ctx, tweak, ciphertext)
Unicode support
iex> key = :crypto.strong_rand_bytes(32)
iex> alphabet = "🌕🌖🌗🌘🌑🌒🌓🌔"
iex> ctx = ExFPE.new!(key, alphabet)
iex> tweak = "example"
iex> plaintext = "🌖🌕🌘🌑🌓🌗🌔🌒🌒🌒🌒"
iex> ciphertext = ExFPE.encrypt!(ctx, tweak, plaintext)
iex> ^plaintext = ExFPE.decrypt!(ctx, tweak, ciphertext)
No alphabet
If you wish to handle translation of integers into and from symbols yourself,
build the context with {:raw_only, radix} and use ExFPE.raw_encrypt!/4 and
ExFPE.raw_decrypt!/4. They receive, and return, an integer value; you pass
its length (symbol count) separately, because leading zeroes are
significant in FPE and can't be recovered from the value alone.
Encryption and decryption act on the value as if it were encoded in that radix,
most significant symbol first.
Radix 10
iex> key = :crypto.strong_rand_bytes(32)
iex> ctx = ExFPE.new!(key, {:raw_only, _radix = 10})
iex> tweak = "example"
iex> plainval = 1234567
iex> length = 10
iex>
iex> cipherval = ExFPE.raw_encrypt!(ctx, tweak, plainval, length)
iex> ^plainval = ExFPE.raw_decrypt!(ctx, tweak, cipherval, length)
Radix 500
iex> key = :crypto.strong_rand_bytes(32)
iex> ctx = ExFPE.new!(key, {:raw_only, _radix = 500})
iex> tweak = "foobar"
iex> plainval = 1234567
iex> length = 10
iex>
iex> cipherval = ExFPE.raw_encrypt!(ctx, tweak, plainval, length)
iex> ^plainval = ExFPE.raw_decrypt!(ctx, tweak, cipherval, length)
Radix 65535
iex> key = :crypto.strong_rand_bytes(32)
iex> ctx = ExFPE.new!(key, {:raw_only, _radix = 65535})
iex> tweak = "tweak55"
iex> plainval = 1234567
iex> length = 10
iex>
iex> cipherval = ExFPE.raw_encrypt!(ctx, tweak, plainval, length)
iex> ^plainval = ExFPE.raw_decrypt!(ctx, tweak, cipherval, length)
Choosing a mode
Everything above uses the default mode, FF1. To select a mode explicitly,
pass it as the second argument to new!/3. The only other mode is FF3-1,
which is no longer NIST-approved (see ExFPE.FF3_1) — reach for it only to
interoperate with data that was already encrypted with FF3-1. It takes a
fixed 7-byte tweak.
iex> key = :crypto.strong_rand_bytes(32)
iex> ctx = ExFPE.new!(key, :ff3_1, _radix = 10)
iex> tweak = "dev.env"
iex> plaintext = "34436524"
iex> ciphertext = ExFPE.encrypt!(ctx, tweak, plaintext)
iex> ^plaintext = ExFPE.decrypt!(ctx, tweak, ciphertext)
Convenience: use ExFPE
Having to thread a ctx through every encrypt!/3 and decrypt!/3 call can be
cumbersome. If you'd rather not, use ExFPE generates functions that retrieve
the context transparently, storing it in a uniquely named
persistent_term managed by a
process placed under your supervision tree. See ExFPE for details.
iex> defmodule MyApp.CardCipher do
iex>   use ExFPE
iex>
iex>   @impl true
iex>   def child_spec() do
iex>     child_spec(fetch_key(), _radix = 10)
iex>   end
iex>
iex>   defp fetch_key(), do: Application.fetch_env!(:my_app, :fpe_key)
iex> end
iex>
iex>
iex> defmodule MyApp.Application do
iex>   def start(_type, _args) do
iex>      children = [
iex>        MyApp.CardCipher.child_spec(),
iex>      ]
iex>
iex>      opts = [strategy: :one_for_one, name: MyApp.Supervisor]
iex>      Supervisor.start_link(children, opts)
iex>   end
iex> end
iex>
iex>
iex> Application.put_env(:my_app, :fpe_key, :crypto.strong_rand_bytes(32))
iex> {:ok, _} = MyApp.Application.start(:normal, [])
iex>
iex>
iex> tweak = "test.env"
iex> plaintext = "34436524"
iex> ciphertext = MyApp.CardCipher.encrypt!(tweak, plaintext)
iex> ^plaintext = MyApp.CardCipher.decrypt!(tweak, ciphertext)
License
MIT


  

    Changelog

All notable changes to this project will be documented in this file.
The format is based on Keep a Changelog,
and this project adheres to Semantic Versioning.
0.1.0 - 2026-07-14
Added
	ExFPE facade over the FFX family, with new/2,3, encrypt/3, decrypt/3
and raising ! variants.
	FF1 mode (SP 800-38Gr1
2pd), the default and only
NIST-approved mode. Variable-length tweak; verified against the official NIST
sample vectors.
	FF3-1 mode (SP 800-38G Rev. 1 first
draft), fixed 7-byte tweak.
Provided for interoperability only — NIST removed the FF3 family and it is
not approved.
	Alphabets: a built-in radix 2–36 alphabet (0-9a-z, case-insensitive) and
custom Unicode alphabets up to radix 65535, plus a symbol-less raw integer
mode ({:raw_only, radix} with ExFPE.raw_encrypt/4/raw_decrypt/4).
	use ExFPE for keeping a context under a supervision tree
	Structured {:error, reason} tuples and an exception hierarchy
(ExFPE.ArgumentError, ExFPE.InputError, ExFPE.NotStartedError).



  

    LICENSE


MIT License

Copyright (c) 2023-2026 Guilherme Andrade

Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the "Software"), to deal
in the Software without restriction, including without limitation the rights
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all
copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE.



  

    
ExFPE behaviour
    



      
Format-preserving encryption (FPE) for Elixir.
ExFPE encrypts a numerical string into another of the same length over the
same alphabet, which is useful to e.g. store an encrypted credit card
number in a field that only accepts credit-card-shaped values, and other
suchlike applications.
By default it uses FF1 (ExFPE.FF1), the only mode approved by NIST in
SP 800-38Gr1 2pd.
To pick a mode explicitly, pass it as the second argument to new/3:
	:ff1 — the FF1 mode (default; variable-length tweak).
	:ff3_1 — the FF3-1 mode (fixed 7-byte tweak). ⚠️ NIST removed FF3-1;
use it only for interop with existing data. See ExFPE.FF3_1.

Mode-specific rules
The tweak size and the length constraints on inputs depend on the
mode.
	FF1 accepts a variable-length tweak (it may even be empty); see
ExFPE.FF1.
	FF3-1 uses a fixed 7-byte (56-bit) tweak; see ExFPE.FF3_1.

Guide
See the usage guide for worked, runnable examples — contexts,
built-in and custom alphabets, tweaks, alphabet-free raw integers, choosing a
mode, and the use ExFPE convenience for supervised contexts.

      


      
        Summary


  
    Types
  


    
      
        alphabet()

      


        The ordered symbols of a custom alphabet, given as a string.



    


    
      
        constraints()

      


        A mode's inclusive bounds on input length, as returned by constraints/1.



    


    
      
        key()

      


        An AES key: 16, 24, or 32 bytes (AES-128/192/256).



    


    
      
        mode()

      


        A supported FPE mode.



    


    
      
        radix()

      


        The base the numerical strings are written in, from 2 up to 65536
(or 65535 in the case of ExFPE.FF3_1).



    


    
      
        t()

      


        An encryption/decryption context.



    


    
      
        tweak()

      


        A tweak: public data that varies the ciphertext for a given key and plaintext.



    





  
    Callbacks
  


    
      
        child_spec()

      


        Returns the Supervisor child spec for the module that use ExFPE.



    





  
    Functions
  


    
      
        __using__(list)

      


        Places an ExFPE context under your supervision tree so that you can encrypt
and decrypt without threading the context through every call.



    


    
      
        constraints(ctx)

      


        Returns a ctx's mode-specific length constraints (min_length/max_length).



    


    
      
        decrypt(ctx, tweak, ciphertext)

      


        Decrypts ciphertext back into its plaintext numerical string, using tweak.



    


    
      
        decrypt!(ctx, tweak, ciphertext)

      


        Like decrypt/3, but returns the plaintext directly and raises
ExFPE.InputError on failure.



    


    
      
        encrypt(ctx, tweak, plaintext)

      


        Encrypts plaintext into a numerical string of the same length over the same
alphabet, using tweak.



    


    
      
        encrypt!(ctx, tweak, plaintext)

      


        Like encrypt/3, but returns the ciphertext directly and raises
ExFPE.InputError on failure.



    


    
      
        new(key, mode \\ :ff1, radix_or_alphabet)

      


        Creates a context for both encryption and decryption from a key, an optional
mode (:ff1 by default), and either a radix, an alphabet, or
{:raw_only, radix}.



    


    
      
        new!(key, mode \\ :ff1, radix_or_alphabet)

      


        Like new/3, but returns the context directly and raises ExFPE.ArgumentError
on failure.



    


    
      
        raw_decrypt(ctx, tweak, cipherval, length)

      


        Decrypts the integer cipherval back into its plaintext value, skipping the
symbol alphabet.



    


    
      
        raw_decrypt!(ctx, tweak, cipherval, length)

      


        Like raw_decrypt/4, but returns the plaintext value directly and raises
ExFPE.InputError on failure.



    


    
      
        raw_encrypt(ctx, tweak, plainval, length)

      


        Encrypts the integer plainval directly, skipping the symbol alphabet.



    


    
      
        raw_encrypt!(ctx, tweak, plainval, length)

      


        Like raw_encrypt/4, but returns the ciphertext value directly and raises
ExFPE.InputError on failure.



    





      


      
        Types


        


  
    
      
    
    
      alphabet()



        
          
        

    

  


  

      

          @type alphabet() :: String.t()


      


The ordered symbols of a custom alphabet, given as a string.
Each symbol is a single Unicode codepoint, and the radix is the amount of
symbols (not graphemes).
For any alphabet not covered by ExFPE.Codec.Builtin, see
ExFPE.Codec.Custom for the exact rules.

  



  
    
      
    
    
      constraints()



        
          
        

    

  


  

      

          @type constraints() :: %{min_length: pos_integer(), max_length: pos_integer()}


      


A mode's inclusive bounds on input length, as returned by constraints/1.

  



  
    
      
    
    
      key()



        
          
        

    

  


  

      

          @type key() :: ExFPE.FFX.key()


      


An AES key: 16, 24, or 32 bytes (AES-128/192/256).

  



  
    
      
    
    
      mode()



        
          
        

    

  


  

      

          @type mode() :: :ff1 | :ff3_1


      


A supported FPE mode.

  



  
    
      
    
    
      radix()



        
          
        

    

  


  

      

          @type radix() :: ExFPE.FFX.radix()


      


The base the numerical strings are written in, from 2 up to 65536
(or 65535 in the case of ExFPE.FF3_1).

  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @opaque t()


      


An encryption/decryption context.
Built by new/3 (or new!/3) and passed to encrypt!/3 and decrypt!/3.
Bundles the chosen mode's algorithm (which holds the key) with how inputs map
to integers — an alphabet, or the raw integers of a {:raw_only, radix} context.

  



  
    
      
    
    
      tweak()



        
          
        

    

  


  

      

          @type tweak() :: binary()


      


A tweak: public data that varies the ciphertext for a given key and plaintext.
Its length depends on the mode — variable for FF1, a fixed 7 bytes for FF3-1.

  


        

      

      
        Callbacks


        


  
    
      
    
    
      child_spec()



        
          
        

    

  


  

      

          @callback child_spec() :: Supervisor.child_spec()


      


Returns the Supervisor child spec for the module that use ExFPE.
Implement it by calling the generated child_spec/2 or child_spec/3 with
your key, mode, and radix/alphabet (or {:raw_only, radix}) — see the moduledoc.

  


        

      

      
        Functions


        


  
    
      
    
    
      __using__(list)


        (macro)


        
          
        

    

  


  

Places an ExFPE context under your supervision tree so that you can encrypt
and decrypt without threading the context through every call.
A module that declares use ExFPE gets:
	a child_spec/2 / child_spec/3 builder and a start_link/3, backed by
a uniquely named process holding the context in a :persistent_term;
	encrypt/2, encrypt!/2, decrypt/2, decrypt!/2 that retrieve the
context transparently; plus constraints/0 and ex_fpe!/0.

You implement the child_spec/0 callback declaring your configuration, and
add MyModule.child_spec() to your supervision tree.
defmodule MyApp.CardCipher do
  use ExFPE

  @impl true
  def child_spec do
    child_spec(fetch_key(), :ff3_1, _radix = 10)
  end

  defp fetch_key, do: Application.fetch_env!(:my_app, :fpe_key)
end

# in your application's supervision tree:
children = [
  MyApp.CardCipher.child_spec(),
  # ...
]

# then, anywhere:
MyApp.CardCipher.encrypt!(tweak, "34436524")

  



  
    
      
    
    
      constraints(ctx)



        
          
        

    

  


  

      

          @spec constraints(t()) :: constraints()


      


Returns a ctx's mode-specific length constraints (min_length/max_length).

  



  
    
      
    
    
      decrypt(ctx, tweak, ciphertext)



        
          
        

    

  


  

      

          @spec decrypt(t(), tweak(), ciphertext) :: {:ok, plaintext} | {:error, term()}
when ciphertext: String.t(), plaintext: String.t()


      


Decrypts ciphertext back into its plaintext numerical string, using tweak.
Returns {:error, reason} if the tweak or input is invalid.

  



  
    
      
    
    
      decrypt!(ctx, tweak, ciphertext)



        
          
        

    

  


  

      

          @spec decrypt!(t(), tweak(), ciphertext) :: plaintext
when ciphertext: String.t(), plaintext: String.t()


      


Like decrypt/3, but returns the plaintext directly and raises
ExFPE.InputError on failure.

  



  
    
      
    
    
      encrypt(ctx, tweak, plaintext)



        
          
        

    

  


  

      

          @spec encrypt(t(), tweak(), plaintext) :: {:ok, ciphertext} | {:error, term()}
when plaintext: String.t(), ciphertext: String.t()


      


Encrypts plaintext into a numerical string of the same length over the same
alphabet, using tweak.
Returns {:error, reason} if the tweak or input is invalid.

  



  
    
      
    
    
      encrypt!(ctx, tweak, plaintext)



        
          
        

    

  


  

      

          @spec encrypt!(t(), tweak(), plaintext) :: ciphertext
when plaintext: String.t(), ciphertext: String.t()


      


Like encrypt/3, but returns the ciphertext directly and raises
ExFPE.InputError on failure.

  



    

  
    
      
    
    
      new(key, mode \\ :ff1, radix_or_alphabet)



        
          
        

    

  


  

      

          @spec new(key(), mode(), radix() | alphabet() | {:raw_only, radix()}) ::
  {:ok, ctx :: t()} | {:error, term()}


      


Creates a context for both encryption and decryption from a key, an optional
mode (:ff1 by default), and either a radix, an alphabet, or
{:raw_only, radix}.
A radix or alphabet encrypts strings with encrypt/3/decrypt/3;
{:raw_only, radix} skips symbols entirely and works with integers through
raw_encrypt/4/raw_decrypt/4.
Returns {:error, reason} if any argument is invalid.

  



    

  
    
      
    
    
      new!(key, mode \\ :ff1, radix_or_alphabet)



        
          
        

    

  


  

      

          @spec new!(key(), mode(), radix() | alphabet() | {:raw_only, radix()}) :: ctx :: t()


      


Like new/3, but returns the context directly and raises ExFPE.ArgumentError
on failure.

  



  
    
      
    
    
      raw_decrypt(ctx, tweak, cipherval, length)



        
          
        

    

  


  

      

          @spec raw_decrypt(t(), tweak(), cipherval, length) ::
  {:ok, plainval} | {:error, term()}
when cipherval: non_neg_integer(),
     length: pos_integer(),
     plainval: non_neg_integer()


      


Decrypts the integer cipherval back into its plaintext value, skipping the
symbol alphabet.
The alphabet-free counterpart to decrypt/3; see raw_encrypt/4 for how
length and the 0 <= value < radix ** length bound work.
Returns {:error, reason} if the tweak or input is invalid.

  



  
    
      
    
    
      raw_decrypt!(ctx, tweak, cipherval, length)



        
          
        

    

  


  

      

          @spec raw_decrypt!(t(), tweak(), cipherval, length) :: plainval
when cipherval: non_neg_integer(),
     length: pos_integer(),
     plainval: non_neg_integer()


      


Like raw_decrypt/4, but returns the plaintext value directly and raises
ExFPE.InputError on failure.

  



  
    
      
    
    
      raw_encrypt(ctx, tweak, plainval, length)



        
          
        

    

  


  

      

          @spec raw_encrypt(t(), tweak(), plainval, length) ::
  {:ok, cipherval} | {:error, term()}
when plainval: non_neg_integer(),
     length: pos_integer(),
     cipherval: non_neg_integer()


      


Encrypts the integer plainval directly, skipping the symbol alphabet.
This is the alphabet-free counterpart to encrypt/3: you hand it an integer
and it hands an integer back, leaving the mapping between integers and
whatever symbols they stand for up to you. Reach for it when your symbols
aren't a single Unicode scalar each (so a custom alphabet can't accept them),
when the value already lives as an integer in your system, or to avoid string
encoding on a hot path.
plainval is interpreted as length digits in the context's radix, most
significant first. length is significant and must be passed explicitly:
FPE treats leading zeroes as real symbols, so {value: 42, length: 2} ("42")
and {value: 42, length: 5} ("00042") encrypt differently and can't be told
apart from the value alone. The ciphertext preserves length.
plainval must fit its declared length — that is,
0 <= plainval < radix ** length — otherwise this returns
{:error, {:negative_value, plainval}} or
{:error, {:value_is_larger_than_declared_length}}.
Any context supports this, including one built from an alphabet: it operates on
the context's radix and ignores the alphabet. A context built with
{:raw_only, radix} supports only these functions, not encrypt/3.
Returns {:error, reason} if the tweak or input is invalid.

  



  
    
      
    
    
      raw_encrypt!(ctx, tweak, plainval, length)



        
          
        

    

  


  

      

          @spec raw_encrypt!(t(), tweak(), plainval, length) :: cipherval
when plainval: non_neg_integer(),
     length: pos_integer(),
     cipherval: non_neg_integer()


      


Like raw_encrypt/4, but returns the ciphertext value directly and raises
ExFPE.InputError on failure.

  


        

      


  

    
ExFPE.Codec.Builtin 
    



      
Handles alphabets made up of digits 0 to 9 and letters a to z, in that order,
with all letters of equal casing, encompassing radixes from 2 and up to 36.
In other words: whatever String.to_integer/2 can handle (or
String.to_integer/2 + String.downcase/1), this module will be a wrapper
of.
If you specify a radix, the output will be upper case. If you'd like lower
case outputs, you'll need to specify the corresponding alphabet.
Inputs are case insensitive, unlike ExFPE.Codec.Custom.
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          @type radix() :: 2..36
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          @opaque t()


      



  


        

      


  

    
ExFPE.Codec.Custom 
    



      
Handles custom alphabets — those other than the ones supported by
ExFPE.Codec.Builtin.
Each symbol is a single Unicode scalar (codepoint) that is guaranteed to
stand on its own as one visual unit — a grapheme
cluster.
Alphabets are restricted at construction so this holds: codepoints that are
unassigned, control/format/surrogate/private-use, combining marks, conjoining
Hangul jamo, not in NFC form, or that would merge with an adjacent symbol
(emoji modifiers, regional indicators, prepending marks, ...) are rejected.
Whitespace and separators (space, no-break space, line/paragraph separators,
...) are rejected too — not because they'd break the grapheme invariant (a
space stands alone just fine), but on practical grounds: since encryption
permutes over the whole domain, a separator can surface anywhere in the
ciphertext, including as an invisible leading or trailing symbol.
This buys two guarantees of different strength:
	Round-tripping is ensured for any accepted alphabet, forever. Input is
tokenized by codepoint and matched after NFC normalization. Per the
Unicode Normalization Stability Policy
and UAX #15, once a string
contains only characters assigned in a given Unicode version, its NFC
form is guaranteed to stay the same in all later versions — so
ciphertext stays decryptable across Unicode/OTP upgrades.
	Visual-unit preservation (visual units out = visual units in) holds
under any given Unicode version, because every symbol occupies exactly
one grapheme cluster. Unlike normalization, grapheme-cluster segmentation
(UAX #29) has no comparable
stability guarantee in the
Unicode Character Encoding Stability Policies;
segmentation rules have changed between versions before (e.g. a
boundary fix for several Brahmic scripts
landed in Unicode 15.1), so a future version could in principle
re-segment an exotic symbol. If that ever happened the data would still
decrypt (the round-trip guarantee is independent of segmentation) — only
the visual count could drift.

Case sensitivity
This codec is norm
insensitive, but
case sensitive (unlike ExFPE.Codec.Builtin). This is because:
	There are
multiple,
ways of making a string
case agnostic;
	Case sensitivity makes sense in some cases (think base64) but not in
others;
	What if an alphabet has multiple casings of the same symbol but single
casings of others?

If you wish to handle case agnostically, you'll need to pick what best fits
your use case and normalize inputs yourself before invoking ExFPE
encryption and decryption functions.
Why alphabets must be in NFC, but not inputs
Encryption and decryption inputs are normalized toward the alphabet: an
input symbol is NFC-normalized and then looked up among the alphabet's
symbols. That lookup only works if the alphabet is itself in NFC.
ExFPE rejects a non-NFC alphabet rather than normalizing it, because
normalizing a symbol can silently change either its cardinality or its
identity, breaking invariants this codec depends on:
	One codepoint can become several. U+0344 (◌̈́, combining
greek dialytika tonos) normalizes to U+0308 U+0301 (◌̈ then
◌́, combining diaeresis then combining acute accent, shown on
◌ dotted-circle placeholders). A symbol is meant to be exactly one
scalar (#codepoints = #symbols = #grapheme clusters); a two-codepoint
symbol breaks splitting, length, and round-tripping.
	One codepoint can become a different one — a Unicode singleton.
U+212B (Å, the Ångström sign — itself a starter) normalizes to
U+00C5 (Å, latin capital letter A with ring above).

Inputs are safe to normalize because there it's only a lookup. The alphabet,
being the source of truth for the radix, symbol ordering, and symbol/amount
bijection, is rejected loudly instead, so the caller declares a clean one.
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ExFPE.FF1 
    



      
The FF1 format-preserving encryption mode.
FF1 is the only FPE mode approved by NIST as of
SP 800-38Gr1 2pd
(Second Public Draft, February 2025), and this library's default mode.
Use it through the ExFPE facade: since FF1 is the default, ExFPE.new(key, radix_or_alphabet) already selects it (no mode argument needed); then
ExFPE.encrypt!/3 / ExFPE.decrypt!/3. See ExFPE for the full how-to-use guide
(contexts, alphabets, tweaks). This module documents what is specific to FF1:
its variable-length tweak and its length constraints.
Length constraints
Numerical strings under FF1 are subject to minimum and maximum lengths that
depend on the radix.
iex> key = :crypto.strong_rand_bytes(32)
iex> {:ok, ctx} = ExFPE.new(key, _radix = 10)
iex> %{min_length: 6, max_length: 4_294_967_295} = ExFPE.FF1.constraints(ctx.algorithm)

iex> key = :crypto.strong_rand_bytes(32)
iex> {:ok, ctx} = ExFPE.new(key, _radix = 16)
iex> %{min_length: 5, max_length: 4_294_967_295} = ExFPE.FF1.constraints(ctx.algorithm)
min_length exists because, for a given radix, short numerical strings
encompass too few possible values, rendering encryption ineffective under
adversarial conditions. The 2pd requires the domain radix ** min_length to
be at least 1 000 000 (strengthened from 100 in the first version, to
mitigate FF1's small-domain vulnerabilities).
Tweak
FF1 accepts a variable-length tweak: any byte string, from the empty
string up to the maximum tweak length. See ExFPE for the general role of
tweaks, and the reference document below for the specifics.
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          @type radix() :: 2..65536
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ExFPE.FF3_1 
    



      
The FF3-1 format-preserving encryption mode.
No longer NIST-approved
NIST removed the entire FF3 family (FF3 and FF3-1) in
SP 800-38Gr1 2pd
(Second Public Draft, February 2025): Beyne's linear cryptanalysis
(CRYPTO 2021) found a weakness
in the tweak schedule that affects both FF3 and FF3-1 but not FF1. FF1 is
now the only approved FPE mode.
FF3-1 is retained here for interoperability with existing data, but new
applications should prefer ExFPE.FF1 (the :ff1 mode, which is the default).
Use it through the ExFPE facade: ExFPE.new(key, :ff3_1, radix_or_alphabet),
then ExFPE.encrypt!/3 / ExFPE.decrypt!/3. See ExFPE for the full how-to-use
guide (contexts, alphabets, tweaks). This module documents what is specific
to FF3-1: its fixed 7-byte tweak and its length constraints.
This implementation conforms, as best as possible, to
Draft SP 800-38G Rev. 1
(the first draft, in which FF3-1 was still specified), as published by NIST in
their Cryptographic Standards.
No official test vectors for FF3-1 exist as of the time of writing;
many of the ones used in this library's test suite were copied almost verbatim
from ubiq-fpe-go, an implementation
of the FF1 and FF3-1 algorithms in Go.
Length constraints
Numerical strings under FF3-1 are subject to minimum and maximum lengths.
These constraints depend on the radix.
iex> key = :crypto.strong_rand_bytes(32)
iex> {:ok, ctx} = ExFPE.new(key, :ff3_1,_radix = 10)
iex> %{min_length: 6, max_length: 56} = ExFPE.FF3_1.constraints(ctx.algorithm)

iex> key = :crypto.strong_rand_bytes(32)
iex> {:ok, ctx} = ExFPE.new(key, :ff3_1,_radix = 16)
iex> %{min_length: 5, max_length: 48} = ExFPE.FF3_1.constraints(ctx.algorithm)

iex> key = :crypto.strong_rand_bytes(32)
iex> {:ok, ctx} = ExFPE.new(key, :ff3_1,_radix = 2)
iex> %{min_length: 20, max_length: 192} = ExFPE.FF3_1.constraints(ctx.algorithm)
min_length is required because, for any given radix, short enough numerical
strings encompass too few possible values, rendering encryption ineffective
under adversarial conditions. In other words: their domain is too small.
max_length may be there - pure layman speculation - as an incentive for people
to use regular crypto when working with large enough numbers. I didn't find
the exact reasoning for it.
Tweak
FF3-1 uses a fixed 7-byte (56-bit) tweak. See ExFPE for the general role
of tweaks in FPE, and Appendix C (page 20) of
the reference
document
for the specifics.
iex> byte_size(<<0::56>>)
7
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ExFPE.FFX 
    



      
FFX definitions.
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ExFPE.ArgumentError exception
    



      
Raised by ExFPE.new!/3 when a context cannot be built — an invalid key, mode,
radix, or alphabet.
The structured :reason is the same term ExFPE.new/3 would return under
{:error, reason}.
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          @type t() :: %ExFPE.ArgumentError{__exception__: term(), reason: term()}


      



  


        

      


  

    
ExFPE.InputError exception
    



      
Raised by ExFPE.encrypt!/3 and ExFPE.decrypt!/3 when the tweak or the input
numerical string is invalid.
The structured :reason is the same term ExFPE.encrypt/3 / ExFPE.decrypt/3
would return under {:error, reason}.
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          @type t() :: %ExFPE.InputError{__exception__: term(), reason: term()}


      



  


        

      


  

    
ExFPE.NotStartedError exception
    



      
Raised by a use ExFPE module's generated functions when its context is not
running — usually because it is missing from the supervision tree, or the
application is stopped.
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          @type t() :: %ExFPE.NotStartedError{__exception__: term(), reason: term()}
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